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A View on Statistical Disclosure Control for Microdata

A.G. de WAAL and L.C.R.J. WILLENBORG!

ABSTRACT

Problems arising from statistical disclosure control, which aims to prevent that information about individual
respondents is disclosed by users of data, have come to the fore rapidly in recent years. The main reason for this
is the growing demand for detailed data provided by statistical offices caused by the still increasing use of computers.
In former days tables with relatively little information were published. Nowadays the users of data demand much
more detailed tables and, moreover, microdata to analyze by themselves. Because of this increase in information
content statistical disclosure control has become much more difficult. In this paper the authors give their view on
the problems which one encounters when trying to protect microdata against disclosure. This view is based on their
experience with statistical disclosure control acquired at Statistics Netherlands.
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1. INTRODUCTION

Statistical disclosure control (SDC) is becoming increas-
ingly important as a result of the growing demand for
information provided by statistical offices. The informa-
tion released by these statistical offices can be divided into
two major parts: tabular data and microdata. Whereas
tables have been released traditionally by statistical offices,
microdata sets are released only since fairly recently. In
the past the users of data usually did not have the tools
to analyze these microdata sets properly themselves.
Nowadays every serious researcher is in possession of a
powerful personal computer. Analyzing microdata is
therefore no longer a privilege of the statistical office. The
users of data can and want to analyze these microdata
themselves. This creates non-trivial SDC-problems.

A key problem in the theory of SDC for microdata is
the determination of the probability that a record in a
released microdata set is re-identified. In order to estimate
this probability a number of different approaches have
been attempted. The aim of these attempts differ consider-
ably. In some publications the aim was to gain a qualitative
insight into the probability of re-identification of an
unspecified record from a microdata set. In other publica-
tions the aim was set much higher, namely to obtain the
probability that a specific record is re-identified. These are,
of course, extreme cases. The former case is comparatively
easy to solve, although still difficult. The latter case is more
difficult and may be impossible to solve.

In this paper we give an overview of the problems for
which Statistics Netherlands has attempted to provide a
solution and problems of which the suggested solution has
attracted our attention. We consider the problems and
their outline of the solutions, while technical points are

skipped. The choice of the problems and the possible
solutions we consider is heavily influenced by the expe-
riences of Statistics Netherlands in the field of SDC.

The rest of this paper is organized as follows. Basic
concepts are defined in Section 2. Preliminaries on SDC
for microdata are the subject of Section 3. Our basic phi-
losophy of SDC for microdata is discussed in Section 4.
In Section 5 we describe the ideal situation for microdata:
in this case we would have a probability for each record
that this specific record can be re-identified. A somewhat
less ideal situation is described in Section 6: in this case
we have a probability for a data set that an unspecified
record can be re-identified. In Section 7 we have to face
reality: at the moment we do not have a good disclosure
risk model and we have to be satisfied with heuristic
arguments. In Section 8 we summarize our conclusions
and suggest some possibilities for future research.

2. BASIC CONCEPTS

In this section a number of basic concepts are defined.
We will assume that the statistical office wants to release
a microdata set containing records of a sample of the
population. Each record contains information about an
individual entity. Such an entity could be a person, a
household or a business enterprise. In the rest of this paper
we will usually consider the individual entity to be a
person, although this is not essential.

The two most important concepts in the field of SDC
are re-identification and disclosure. Re-identification is
said to occur if an attacker establishes a one-to-one rela-
tionship between a microdata record and a target indi-
vidual with a sufficient degree of confidence. Following

L' A.G. deWaal and L.C.R.J. Willenborg, Statistics Netherlands, Division of Research and Development, Department of Statistical Methods,
P.O. Box 4000, 2270 JM Voorburg, The Netherlands (E-mail: TWAL@CBS.NL and LWLG@CBS.NL).



96 de Waal and Willenborg: A View on Statistical Disclosure Control for Microdata

Skinner (1992) we distinguish between two kinds of disclo-
sure. Re-identification disclosure occurs if the attacker is
able to deduce the value of a sensitive variable for the target
individual after this individual has been re-identified.
Prediction disclosure (or attribute disclosure) occurs if the
microdata enable the attacker to predict the value of a sen-
sitive variable for some target individual with a sufficient
degree of confidence. For prediction disclosure it is not
necessary that re-identification has taken place. Most
research so far has concentrated on re-identification
disclosure. In this paper we will use the term disclosure to
indicate re-identification disclosure unless stated otherwise.

Now, let us define what is meant by an identifying
variable. A variable is called identifying if it can serve,
alone or in combination with other variables, to re-identify
some respondents by some user of the data. Examples of
identifying variables are residence, sex, nationality, age,
occupation and education. A subset of the set of identifying
variables is the set of direct (or formal) identifiers. Examples
of direct identifiers are name, address and public iden-
tification numbers. Direct identifiers must have been
removed from a microdata set before it is released for else
re-identification is very easy. Other identifiers in most
cases do not have to be removed from the microdata set.
A combination of identifying variables is called a key. The
identifying variables that together constitute a key are also
called key variables. A key value is a combination of scores
on the identifying variables that together constitute the key.

In practice, determining whether or not a variable is
identifying is a problem that can only be solved by sound
judgment. No limitative list of intrinsically identifying
variables exists, nor, for that matter, an unambiguous and
well-defined set of rules to determine such variables.
Selecting a set of identifying variables, and therefore of
keys, is generally based on subjective assumptions about
the population. Statistics Netherlands applies some criteria,
like the visibility of the categories of a variable, to deter-
mine whether or not a variable is identifying, but these
criteria do not provide a definite answer to this problem
for all variables. Whether or not a variable is considered
identifying is essentially a matter of judgment. In the
remainder of this paper we will assume however that a set
of keys has been determined.

The counterparts of identifying variables are the sensi-
tive (or confidential) variables. A variable is called sensitive
(or confidential) if some of the values represent character-
istics a respondent would not like to be revealed about him.
In principle, Statistics Netherlands considers all variables
sensitive, but in practice some variables are considered
more sensitive than others. Like in the case of identifying
variables, determining whether or not a variable is sensitive
can be solved only by sound judgment in practice. The
variables sexual behavior and criminal past are generally
considered sensitive, but for other variables this may
depend on, for instance, cultural background. Keller and

Bethlehem (1992) give as an example the variable income.
In the Netherlands income is considered sensitive, whereas
in Sweden it is not. Moreover, there are variables which
should be considered both identifying and sensitive. An
example of such a variable is ethnic membership. However,
in the literature it is usually assumed that the identifying
and sensitive variables can be divided into disjoint sets. In
the remainder of this paper we will also assume that a set
of sensitive variables has been determined which is disjoint
from the set of identifying variables.

By using information about the identifying variables a
potential attacker can try to disclose information about
sensitive variables. Note that this way of disclosure is only
possible in case the link between the values of the identi-
fying variables and the values of the sensitive variables has
not been perturbed by noise in the data or by a technique
like data-swapping.

To end this section, we give a definition of SDC.
Statistical disclosure control aims to reduce the risk that
sensitive information of individual persons can be disclosed
to an acceptable level. What is acceptable depends on the
policy of the data releaser. In order to reduce the risk of
disclosure an estimate for the risk of disclosure would
be very helpful although it is not a necessary requisite
(cf. Section 7). Some research has been devoted to defining
and estimating this risk of disclosure.

3. PRELIMINARIES ON SDC FOR
MICRODATA

As a customer of a statistical office, the user of a micro-
data set should be satisfied with its quality. The user is
usually not interested in individual records, but only in
statistical results which can be drawn from the total set of
records. For instance, he wants to examine tables he has
produced himself from the microdata set.

Because a microdata set is meant for statistical analysis
it is not necessary that each record in the set is correct.
The statistical office has the possibility to perturb records,
e.g., by adding noise or by swapping parts of records
between different records, in order to reduce the risk of
re-identification. By perturbing records the risk of re-
identification is reduced because even when a correct re-
identification takes place the information which is disclosed
may be incorrect. In any case the attacker cannot be sure
that the disclosed information is correct. The statistical
office ‘only’ has to guarantee that the statistical quality
of, for instance, the tables the user wants to examine is
high enough. This may be quite complicated to achieve in
practice, however.

Although data perturbation methods may prove to be
useful, for the time being Statistics Netherlands does not
use them. To protect its microdata sets Statistics Nether-
lands applies local suppression and global recoding only.
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When local suppression is applied some values of variables
in some records are set to ‘missing’, i.e., deleted from the
microdata set. When global recoding is applied some
variables are given a coarser categorization. In a first step,
we try to protect a microdata set by means of global
recoding. However, when protecting a microdata set
entirely by means of global recodings would result in a
considerable information loss, we apply local suppressions
as well. In this way we try to avoid that too much infor-
mation will be lost. It should be clear that local suppres-
sions are only applied parsimoniously.

An advantage of local suppression and global recoding
is that these techniques preserve the integrity of the data.
A disadvantage of local suppression is that it introduces
a bias, because extreme values will be locally suppressed.
However, when local suppressions are only applied parsi-
moniously, this bias will be small.

From the SDC point of view a user of the data should
also be looked upon as a potential attacker. Hence, it is
useful to consider the ways in which disclosure can take
place. An attacker tries to match records from the micro-
data set with records from an identification file or with
individuals from his circle of acquaintances. An identifica-
tion file is a file containing records with values on direct
identifiers and values on some other identifiers of the
microdata set. The latter identifiers may be used to match
records from the released microdata set with records from
the identification file. After matching the direct identifiers
in the identification file can be used to determine whose
record has been matched, and the sensitive variables in the
released microdata set can be used to disclose information
about this person. A circle of acquaintances is the set of
persons in the population for which the attacker knows
the values on a certain key from the microdata set. So, a
circle of acquaintances could actually be an identification
file, and vice versa. In the rest of this paper we will
therefore use the terms ‘identification file’ and ‘circle of
acquaintances’ interchangeably.

In order for re-identification of a record of an individual
to occur the following conditions have to be satisfied:

C,. Theindividual is unique on a particular key value K.

C,. The individual belongs to an identification file or a
circle of acquaintances of the attacker.

C;. The individual is an element of the sample.

C,. The attacker knows that the record is unique in the
population on the key K.

Cs. The attacker comes across the record in the microdata
set.

Cs. The attacker recognizes the record of the individual.

Whenever one of the conditions C; to Cg does not
hold, re-identification cannot be accomplished with abso-
lute certainty. If either condition C; or C, does not hold,
then a matching can be made but the attacker cannot be
sure that this leads to a correct re-identification.
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It is clear from the conditions C; to Cg4 that a ‘good’
model for the risk of re-identification should incorporate
aspects of both the data set and the user. When a Dutch
microdata set is used by someone in, say, China who is
essentially unfamiliar with the Dutch population, then the
risk of re-identification is negligible. In order to re-identify
someone in a microdata set it is necessary to acquire
sufficient knowledge about the population. The amount
of work that should be done to acquire this knowledge is
proportional to the safety of the microdata set.

4. A PHILOSOPHY OF SDC

It seems likely that the attention of a potential attacker
is drawn by combinations of identifying variables that are
rare in the sample or in the population. Combinations that
occur quite often are less likely to trigger his curiosity. If
he tries to match records deliberately then he will probably
try to do this for key values that occur only a few times.
If the user does not try to match records deliberately, but
he knows an acquaintance with a rare key value then a
record with that particular key value may trigger him to
consider the possibility that this record belongs to this
acquaintance. Moreover, the probability of a correct
match is higher in case the number of persons that score
on the matching key value is smaller. Finally, it is also very
likely that among the persons that score on a rare key value
there are many uniques if the key is augmented with an
additional variable. Records that score on such rare
combinations of identifying variables are therefore more
likely to be re-identified.

In particular key values which occur only once in the
population, i.e., uniques in the population, can lead to
re-identification. In the past emphasis was placed almost
exclusively on uniqueness. It should be noted, however,
that uniqueness is neither sufficient nor necessary for
re-identification. If a person is unique in the population
on certain key variables, but nobody realizes this, then this
person may never be re-identified. If on the other hand this
person is not unique in the population, but there is only
one other person in the population with the same key, then
this other person is, in principle, able to re-identify him.
Furthermore, suppose a person is not unique, but belongs
to a small group of people. Suppose also that the attacker
happens to know information about him which is not
considered to be identifying by the statistical office, but
which is contained in the released microdata set, then it
is very well possible that he is unique on the key combined
with the new information. So, it is possible that a person
is re-identified although he is not unique on the keys of
identifying variables in the population. Finally, prediction
disclosure may occur. That is, if a person is not unique in
the population, but belongs to a group of people with
(almost) the same score on a particular sensitive variable,
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then sensitive information can be disclosed about this
individual without actual re-identification. Prediction
disclosure is not discussed further in this paper. For more
information on prediction disclosure we refer to Skinner
(1992), US Department of Commerce (1978), Duncan and
Lambert (1986), and Cox (1986).

SDC should concentrate on key values that are rare in
the population. A probability that information from a
particular respondent, whose data are included in a micro-
data set, is disclosed should reflect the ‘rareness’ of the key
value of this respondent’s record. A probability for the
event that information from an arbitrary respondent is
disclosed should reflect the ‘overall rareness’ of the records
in the data set. If there are many records in a microdata
set of which the key value is rare, then the probability of
disclosure for this data set should be high. In the next
sections we will examine some attempts to incorporate
these ideas within a mathematical framework.

5. RE-IDENTIFICATION RISK PER RECORD

In an ideal world (as far as SDC is concerned) a releaser
of microdata would be able to determine a risk of re-
identification for each record, i.e., a probability that the
respondent of this record can be re-identified. Such a risk
per record would enable us to adopt the following strategy.
First, order the records according to their risk of re-
identification with respect to a single key. Second, select
a maximum risk the statistical office is willing to accept.
Finally, modify all the records for which the risk of
re-identification with respect to the key chosen is too
high. Repeat this procedure for each key in case there are
more keys.

Unfortunately, we do not live in such an ideal world at
the moment. However, steps towards the ideal situation
have been made by Paass and Wauschkuhn (1985), and
Fuller (1993). In Paass and Wauschkuhn (1985) it is
assumed that a potential attacker has both a microdata
file, released by a statistical office, and an identification
file at his disposal. Between both files there may be many
data incompatibilities. These data incompatibilities may
be caused by e.g., coding errors, by different definitions
of categories or by ‘noise’ in the data. By assuming a prob-
ability distribution for these data incompatibilities and a
disclosure scenario Paass and Wauschkuhn develop a
sophisticated model to estimate the probability that a
specific record from the microdata file is re-identified. The
type of distribution of the errors that caused the data
incompatibilities was assumed to be known to the attacker.
The variance of the errors was assumed unknown to him.
A potential attacker had to estimate this variance, on the
basis of the (assumed) knowledge of the statistical production
process. The model of Paass and Wauschkuhn is essentially
based on discriminant analysis and cluster analysis.

Paass and Wauschkuhn distinguish between six different
scenarios. Each scenario corresponds to a special kind of
attacker. The number of records in the identification file
and the information content of the identification file depend
on the chosen scenario. An example of such a scenario is
the journalist scenario, where a journalist selects records
with extreme attribute combinations in order to re-identify
respondents with the aim of showing that the statistical office
fails to secure the privacy of its respondents.

Paass and Wauschkuhn apply their method to match
records from the identification file with records from the
microdata file. If the probability that a specific record
from the identification file belongs to a specific record
from the microdata set is high enough, then these two
records are matched. This probability is the probability
of re-identification per record, conditional on a particular
disclosure scenario.

Miiller, Blien, Knoche, Wirth et al. (1991) and Blien,
Wwirth and Miiller (1992) applied the method recommended
in Paass and Wauschkuhn (1985) to real data. When
compared to simple matching, i.e., a record is considered
re-identified by an attacker if he succeeds in finding a unique
value set in the microdata file which is identical to a value
set in the identification file, the method suggested by Paass
and Wauschkuhn turned out to be not superior. Apparently,
the number of correctly matched records when applying
the method by Paass and Wauschkuhn was in disagreement
with the probability of re-identification per record.

In the context of masking procedures, i.e., procedures
for microdata disclosure limitation by adding noise to the
microdata, Fuller (1993) obtained an expression for the
probability that a specific record in the released microdata
set is the same as a specific target record from an identifica-
tion file. That is, an expression for the re-identification
probability per record is derived. To derive this expression
several assumptions are made. It is assumed that the data,
the noise and errors in the data are normally distributed.
Moreover, it is assumed that the covariance matrices of
both the noise and the errors in the data are known to an
attacker. Finally, it is assumed that the data have been
obtained by simple random sampling. These assumptions
allow Fuller (1993) to derive his expression for the re-
identification probability by means of probability theo-
retical considerations. Unfortunately, the approach by
Fuller has not been tested on real data yet. Hence, it is hard
judge the applicability of this approach. For a comment
on the approach by Fuller see Willenborg (1993).

Paass and Wauschkuhn (1985), and Fuller (1993) are
mainly interested in the effects of noise that has (uninten-
tionally and intentionally, respectively) been added to the
data on the disclosure risk. A weak point of their respective
approaches is the, implicit, assumption that the key is a
high-dimensional one. Assuming a high-dimensional key
implies that (almost) everyone in the population is unique.
The probability that a combination or key value occurs more
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than once in the population is negligibie. This makes the
computation of the probability of re-identification per record
considerably easier. On the other hand, in case of low-
dimensional keys it is not unlikely that certain key values
occur many times in the population. Therefore, deriving
a probability of re-identification per record for low-
dimensional keys is much harder than for high-dimensional
keys, because for high-dimensional keys the probability
of statistical twins in the population is almost zero.

A good model for the re-identification risk per record
does not appear to exist at the moment. In Section 6 we
therefore consider less ambitious models, namely models
for the re-identification risk per file.

6. RE-IDENTIFICATION RISK PER FILE

In a somewhat less ideal world a releaser of microdata
would not be able to determine the risk of re-identification
for each record, but he would be able to determine the risk
that an unspecified record from the microdata set is re-
identified. In this case, the statistical office should decide
on the maximal risk it is willing to take when releasing a
microdata set. If the actual risk is less than the maximal
risk, then the microdata set can be released. If the actual
risk is higher than the maximal risk, then the microdata
set has to be modified. Determining which records have
to be modified remains a problem, however.

A basic model to determine the probability that an
arbitrary record from a microdata set is re-identified has
been proposed by Mokken, Pannekoek and Willenborg
(1989) and Mokken, Kooiman, Pannekoek and Willenborg
(1992). In Mokken et al. (1989) only the case where there
is a single researcher, an unstratified population and a
single key is considered. It has been extended to include
the cases of subpopulations, multiple researchers and
multiple keys (¢f. Willenborg 1990a; Willenborg 1990b;
Mokken et al. 1992). The model of Mokken et al. (1992)
takes three probabilities into account. The first probability,
£, is equal to the sampling fraction. In other words, f, is
the probability that a randomly chosen person from the
population has been selected in the sample. The second
probability, f,, is the probability that a specific researcher
who has access to the microdata knows the values of a
randomly chosen person from the population on a particular
key. The third probability, f,, is the probability that a
randomly chosen person from the population is unique in
the population on a particular key. Combining these three
probabilities, f, f, and f,,, the probability that a record
from a microdata set is re-identified can be evaluated.

For each sample element a number of variables is
measured. The values obtained by these measurements
(scores) are collected in records, one for each sample
element. It is assumed that the variables in the key are
either categorical variables or variables for which the
measurements fall into a finite number of categories.
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Together, the records constitute a data set S that will be
made available to an researcher R. We recall that whenever
we use the term disclosure in fact re-identification disclo-
sure is meant. The model of Mokken ef al. (1989, 1992)
does not take prediction disclosure into account.

In terms of the Paass and Wauschkuhn (1985) set-up
fa and f, together reflect the Informationsgehalt der
Uberschneidungsmerkmale, i.e., the information content
of the matching values. The various scenarios they consider
differ in terms of £, and f,,. In particular, f, is influenced
by the number of variables and the information content
of these variables, i.e., their categorization, an attacker
has at his disposal to re-identify a record. The parameter
[ is determined by the number of records that are con-
tained in the information file.

With respect to researcher R and key K there is a circle
of acquaintances A. Obviously, A and itssize | 4 | will
depend on the particular researcher R as well as on the key
K and the variables as registered and coded in the data set.

It is assumed that if conditions C;, C, and Cj; of the
conditions for re-identification given in Section 3 hold, then
conditions Cy, Cs and Cg hold too. Condition C, is a rather
exacting one, but it can be introduced as an assumption
for the sake of convenience in formulating a disclosure risk
model. Note that it then yields a worst-case situation, in
the sense that fallible perception and memory or other sources
of ignorance, confusion and uncertainty for a potential
discloser are excluded. Taken as an assumption together
with Cs and C the implication is that the occurrence of
any unique acquaintance E of R in data set Sis equivalent
to re-identification by R. It is assumed that re-identification
of a record implies disclosure of confidential information.
Thus re-identification can be treated as equivalent to
disclosure. Implicitly, it is assumed that the link between
the identifying variables and the sensitive variables has not
been disturbed by a technique such as data-swapping.

Furthermore it is assumed that both the identifying and
the confidential information are free of error or noise to
researcher R, contrary to e.g., Paass and Wauschkuhn
(1985), and Fuller (1993). Clearly, this assumption is
unrealistic for most microdata sets.

The disclosure risk Dy for a certain microdata set S
with respect to a certain researcher R and a certain key K,
is defined to be the probability that the researcher makes
at least one disclosure of a record in S on the basis of K.
In order to apply a criterion based on the disclosure risk,
the value of this quantity for a given data set has to be
determined. An expression for this quantity can be derived
on the basis of a set of assumptions.

In the model of Mokken ef al. the following assump-
tions are made in addition to C; — Cg:

A,. The circle of acquaintances A can be considered as a
random sample from the population.

A,. The data set Sis a random sample from the population.
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Assumption A4, serves to imply that the probability
that a randomly chosen element from the population is an
acquaintance of Ris f, = | A | /N, where N s the size of
the population. As a consequence the expected number of
unique elements in 4, | U, |, isequal to f, | U | =
| A | f., where U is the set of unique persons in the
population and | U | its size. Obviously assumption A,
implies that the probability that a specific unique element
E is selected in the sample is f. These assumptions allow
one to obtain a very simple expression for the disclosure
risk Dy in terms of f, f, and f,,, namely

Dy =1 — exp(—=Nffafi)- 6

Two of the parameters in the model of Mokken ef al.
(1989, 1992), f, and f,, are unknown. The parameter f,
can be ‘guestimated’, i.e., obtained by inspired guesswork,
by assuming different scenarios an attacker may follow.
A number of such scenarios has been described in Paass
and Wauschkuhn (1985) and Paass (1988). Evaluating f,
seems difficult, however. In order to estimate the other
parameter, f,, a number of models has been proposed in
the literature. Models to estimate the number of uniques
in the population, and hence f,, that have been proposed
include the Poisson-gamma model (Bethlehem, Keller and
Pannekoek 1989; Mokken et al. 1989; Willenborg, Mokken
and Pannekoek 1990; De Jonge 1990), the negative binomial
superpopulation model (Skinner, Marsh, Openshaw and
Wymer 1990), the Poisson-lognormal model (Skinner and
Holmes 1992; Hoogland 1994), models based on equivalence
classes (Greenberg and Zayatz 1992) and models based on
modified negative binomial-gamma functions (Crescenzi
1992; Coccia 1992). As we have remarked in Section 4 not
only the number of population uniques is important, but
the numbers of cells with two, three, efc. persons are
important as well. The Poisson-gamma model, the Poisson-
lognormal model and the negative binomial superpopula-
tion model can be applied to estimate the number of cells
with two, three, efc. persons as well. It seems that the other
models mentioned above can be extended in order to
estimate these numbers. A major drawback is that the
results are not very reliable in many cases.

From the model by Mokken et al. (1989, 1992) it is clear
that the statistical office that disseminates the data is able
to influence the risk of re-identification. The statistical
office basically has two ways to do this. First of all, the
size of the data set can be reduced, i.e., the sampling
fraction f can be reduced. A reduction of f implies a
reduction of the risk. However, lowering f is generally
undesirable, because usually fhas to be reduced substan-
tially to be effective. This implies that only a small part
of the data available can be released. The second way in
which the statistical office can influence the re-identification
risk is by reducing the number of population uniques, i.e.,
by reducing f,,. The fraction f,, depends on the information

provided by the key variables. The less information the key
variables provide the less uniques there are in the popula-
tion. In order words, f, can be reduced by collapsing
categories (global recoding) and by replacing values by
missings (local suppression). Collapsing categories is a
global action, because it generally affects many records;
replacing values by missings is a local action because it
affects only a few individual records. Usually, the loss in
information when reducing f, is considerably less than
the loss in information when reducing f. Therefore, a
statistical office will usually choose to control the re-
identification risk by reducing f,, rather then reducing f.
The third possibility of controlling the re-identification
risk, i.e., by reducing f,, is not applied in practice, because
[ is difficult to model.

Although the model by Mokken et al. (1989, 1992)
provides some insight in how to reduce the disclosure risk
it can hardly be used as a basis for the protection of micro-
data sets. The reason for this is that the two parameters
of the model, f, and f,, are often difficult to evaluate.
Usually there is insufficient data available to estimate f,
and f, accurately. We conclude that even a model for a
re-identification risk for an entire microdata set is difficult
to apply in practice. In Section 7 we therefore face reality
in which we have no satisfactory model for either the re-
identification risk per record or re-identification risk for
an entire microdata set.

7. INTUITIVE RE-IDENTIFICATION RISK

In reality we are, unfortunately, forced to base SDC on
heuristic arguments rather than on a solid theoretical basis.
The SDC rules mentioned in this section all reduce the re-
identification risk. It is, however, not possible to evaluate
this reduction of the re-identification risk. At Statistics
Netherlands, rules for SDC of microdata are based on
testing whether scores on certain keys occur frequently
enough in the population. A few problems arising here are
the determination of the keys that have to be examined,
the way to estimate the number of persons in the population
that score on a certain key, to make operational the meaning
of the phrase ‘frequently enough’ by determining e.g.,
(a) threshold value(s), and how to determine appropriate
SDC-measures.

Statistics Netherlands distinguishes between two kinds
of microdata sets. The first kind is a so-called public use
file. A public use file can be obtained by everybody. The
keys that have to be examined for a public use file are all
combinations of two identifying variables. The number of
identifying variables is limited, and certain identifying
variables, such as place of residence are not included in
a public use file. Moreover, sampling weights have to be
examined before they can be included in a public use file,
because there are many situations in which weights can give
additional information (¢f. De Waal and Willenborg 1995a).
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For instance, when a certain subpopulation is oversampled
then this subpopulation can be recognized by the low
weights associated with its members in the sample. Weights
may only be published when they do not provide additional
information that can be used for disclosure purposes.
In case sampling weights are not considered suited for
publication SDC measures should be taken, such as sub-
sampling the units with a low weight in order to get a sub-
sample in which all units have approximately the same
weight. Because the weights are approximately equal
assuming that they are exactly equal would introduce only
a small error. The second kind of microdata set is a so-
called microdata set for research. A microdata set for
research can only be obtained by well-respected (statistical)
research offices. The information content of a microdata
set for research is much higher than that of a public use
file. The number of identifying variables is not limited and
an identifying variable such as place of residence may be
included in a microdata set for research. Because of the
high information content of a microdata set for research,
researchers have to sign a declaration stating that they will
protect any information about an individual respondent
that might be disclosed by them. The keys that have to be
examined for a microdata set for research consist of three-
way combinations of variables describing a region with
variables describing the sex, ethnic group or nationality
of a respondent with an ordinary identifying variable.

The rules Statistics Netherlands applies for SDC are
based on the following idea: a key value, i.e., a combina-
tion of scores on the identifying variables that together
constitute the key, is considered safe for release if the
frequency that this key value occurs in the population is
more than a certain threshold value d,. This value dj was
chosen after a careful and extensive search considering
many different values and comparing the records which
have to be modified for each value of d,. The value that
leads to the ‘most likely’ set of records which have to be
modified has been chosen to be the value of dy. Which
records are considered to be the ‘most likely’ ones to be
modified is a matter of personal judgment.

When applying one of the above rules we are generally
posed with the problem that we do not know the number
of times that a key value occurs in the population. We only
have the sample available to us. The population frequency
of a key value has to be estimated based upon the sample.
For large regions it is possible to use an interval estimator
to test whether or not a key value occurs often enough in
a region. This interval estimator is based on the assump-
tion that the number of times that a key value occurs in
the population is Poisson distributed (¢f. Pannekoek
1995). However, for relatively small regions the number
of respondents is low, which causes the estimator to have
a high variance which in turn causes a lot of records to
be modified. To estimate the number of times that a key
value occurs in a small region we therefore suggest to apply

101

a point estimator. We will now discuss some possibilities
for such an estimator.

A simple point estimator for the number of times that
a certain key value occurs in a region is the direct point
estimator. The fraction of a key value in a region i is
estimated by the sample frequency of this key value in
region i divided by the number of respondents in region
i. The population frequency is then estimated by this
estimated fraction multiplied by the number of inhabitants
in region i. When the number of respondents in region i
is low, which is often the case, the direct estimator is un-
reliable. Another point estimator is based on the assump-
tion that the persons who score on a certain key value are
distributed homogeneously over the population. In this
case the fraction of a key value in region i can be estimated
by the fraction in the entire sample. The advantage of this,
so-called, synthetic, estimator is that the variance is much
smaller than the variance of the direct estimator. Unfor-
tunately, the homogeneity assumption is usually not
satisfied which causes the estimator to be biased. However,
a combined estimator can be constructed with both an
acceptable variance and an acceptable bias by using a
convex combination of the direct estimator and the syn-
thetic estimator. Such a combined estimator has been
tested in Pannekoek and de Waal (1995).

Another practical problem that deserves attention is
top-coding of extreme values of continuous (sensitive)
variables. These extreme values may lead to re-identification
because these values are rare in the population. At the
moment Statistics Netherlands uses an interval estimator
to test whether there is a sufficient number of individuals
in the population who score on a ‘comparable’ value of
the continuous variable (¢f. Pannekoek 1992). If this is the
case, then the extreme value may be published, otherwise
the extreme value must be suppressed. In order to apply
this method in practice it remains to specify what is meant
by ‘sufficient’ and by ‘comparable’.

Some important practical problems occur when deter-
mining which protection measures should be taken when a
microdata set appears to be unsafe. In that case the original
data set must be modified in such a way that the informa-
tion loss due to SDC-measures is as low as possible while
the resultant data set is considered safe. In De Waal and
Willenborg (1994a) and De Waal and Willenborg (1995b)
a model for determining the optimal local suppressions
is presented. Determining the optimal global recodings
is much more difficult. Comparing the information loss
due to global recodings to the information loss to local
suppressions is already a problem. In De Waal and
Willenborg (1995c¢) this latter problem is solved by using
the entropy.

Currently a general purpose software package for SDC
of microdata is being developed at Statistics Netherlands
(cf. De Jong 1992; De Waal and Willenborg 1994b; Van
Gelderen 1995; Pieters and De Waal 1995; De Waal and
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Pieters 1995). The package, ARGUS, should enable the
statistical office to analyze the data and to carry out
suitable protection measures. It will consist of two separate
parts: u-ARGUS for SDC of microdata and --ARGUS for
SDC of tabular data. The structure of the package is such
that it will be possible to specify different disclosure control
rules. This implies that ARGUS will be suited for other
statistical offices too. Moreover, it will be possible to
incorporate changes in the rules fairly easily in the package.

8. CONCLUSIONS

There is one important conclusion one can draw from
this paper: SDC still offers a lot of possibilities for future
research, despite the considerable amount of research that
has been carried out to date. The theory of SDC for
microdata has a number of gaps. Among the technical
problems that remain to be solved are the following. When
we want to release data for small regions we need an accep-
table estimator for the number of times that a key value
occurs in these regions. Such an estimator is difficult to
construct, although the preliminary results obtained at
Statistics Netherlands seem encouraging. An important
practical problem is the determination of appropriate
global recodings and local suppressions. Yet another one
is the determination of the number of uniques, or more
generally the number of rare frequencies, in the population.
Some of the models proposed in Section 6 appear to be
acceptable, but can probably be improved upon. An alter-
native approach is to determine which elements in the
sample are unique in the population. In Verboon (1994),
and Verboon and Willenborg (1995) this approach is
examined. An extension of the model by Mokken et al.
(1989, 1992) to estimate the risk of re-identification of a
file is yet another problem to be solved. This extension
should take into account that measurement errors have
been made and that population uniqueness is not necessary
in order to disclose information. Finally, a model to
estimate the re-identification risk per record would be very
welcome. In fact, it would yield a sound criterion to judge
the safety of a microdata set. This criterion can guide one
in producing safe microdata sets by applying SDC-measures
such as global recoding and local suppression.

Apart from technical problems there are also some
policy problems. Based on the policy that a statistical
office wants to pursue the following decisions should be
made. The combinations of variables that should be
examined should be specified. Suitable threshold values
should be selected.

More and better software must be developed in order
to deal with time-consuming calculations. For microdata,
software must be developed to indicate which records and
variables must be modified, and how they should be
modified, when applying a particular disclosure rule. At

the time of writing an international project on SDC is
about to start. The participating institutions in this project
are the Eindhoven University of Technology, the University
of Manchester, the University of Leeds, the Office of
Population Censuses and Surveys (OPCS), the Istituto
Nazionale di Statistica (ISTAT), the Consortio Padova
Ricerche (CPR), and Statistics Netherlands. One of the
major aims of the project is to develop software for the
SDC of both microdata (u-ARGUS) and tabular data
(r-ARGUS).

Finally, some very practical problems remain to be
solved. An example of such a problem is the determination
of a set of rules for selecting identifying variables. Such
a set of rules would be a very valuable asset. Without these
rules identifying variables are selected by making subjec-
tive choices. Developing such a set of rules is another goal
of the above mentioned SDC-project.
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