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Abstract 

 
The adoption of synthetic data generation as a confidentiality measure is increasing in statistical agencies worldwide, 
including at Statistics Canada. This approach provides an alternative to the traditional dissemination of anonymized public 

microdata files, offering both privacy protection and data utility. However, the creation of synthetic data presents challenges 

in assessing and mitigating disclosure risks. This paper reviews the different types of disclosure risks, that being attribute, 

membership and identity disclosure, and presents some of the associated methods for measuring risk. The paper presents 

prominent risk assessment metrics and discusses practical methods for disclosure control in data synthesis. Methods for 

assessing disclosure risks usually produce a metric that can be used to gauge the risk, but there is little consensus on threshold 
values for these metrics. It is also important to focus on importance of balancing utility and confidentiality, which needs 

further discussion in context of these methods. The paper concludes by offering insights and recommendations about 

managing disclosure risk while creating synthetic data as well as providing some ideas on future directions for research and 
practical implications for managing disclosure risks in synthetic data. 
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1. Introduction 

 
Synthetic data has garnered significant attention in data privacy due to its potential to offer high-utility data while 

preserving confidentiality. The definition of synthetic data used for this paper is any dataset generated through a 

synthesis model that was trained on real data that mimic the real dataset statistically. A good synthetic dataset should 

generate similar statistical conclusions as the real data. National Statistical Organization (NSOs) like Statistics Canada 

increasingly turn to synthetic data as an alternative to traditional anonymization (Gauvin, 2021; Sallier, 2021) e.g. 

suppression. Currently, Statistics Canada primarily uses synthetic data for training, educational and simulation 

purposes, never for official statistics. Statistics Canada has previously contributed to the official UNECE guide for 

synthetic data generation (UNECE, 2022), which detailed some synthetic data disclosure risk assessment. This paper 

is an extension of our previous work to investigate the current state of research for synthetic data disclosure risk 

assessment. 

 

In the context of this paper we define fully and partially synthetic data; fully synthetic datasets replace all real records 

with synthetically generated data, while partially synthetic datasets generally retain the real records, substituting only 

the sensitive attributes with synthesized values. However, the scope of this paper will focus on fully synthetic data. 

 

Despite the advantages of synthetic data, they are not devoid of all disclosure risks. It is important to have clear metrics 

for measuring the risks of synthetic data, especially if we are to see more practical use of it. This literature review 

explores the three primary disclosure risks—identity, attribute, and membership disclosure—and reviews techniques 

to assess these risks, balancing the trade-offs between data utility and disclosure risk2.  
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2. Types of Disclosure Risk 

 

2.1. Identity Disclosure 

 
Identity disclosure risk occurs when an intruder associates a known individual with a released data record (Reiter, 

2005). It is widely accepted in the literature that fully synthetic data has a low identity disclosure risk, as there is no 

one-to-one correspondence between the records in the fully synthetic data and those in the real dataset (Hu, 2021; 

Reiter, 2005; Reiter & Mitra, 2009). Intuitively, because all records in a fully synthetic dataset are generated, there is 

no meaningful linkage to the real dataset.  

 

2.2. Attribute Disclosure 

 
Attribute disclosure risk in synthetic data is measured by estimating probabilities for exposing the real target value of 

records in the original data (Hittmeir et al., 2020; Hornby & Hu, 2021). This scenario assumes that the intruder has 

some prior knowledge of the original (real) dataset and/or knowledge of the synthesizer. Attribute disclosure spans a 

spectrum of concern, as it depends on whether the attribute itself is sensitive (and needs protection) or not. This 

decision often depends on the dataset.  

 

In general, most techniques for assessing attribute disclosure risk involve calculating a score based on how likely it 

is, given previous knowledge, that an attacker can accurately guess a record’s attribute value. Generative models used 

for synthetic data replicate correlations between attributes by constructing a conditional generative process. For 

example, the Fully Conditional Specification method used by Synthpop in R (Nowok et al., 2016) generates each 

attribute (except the first) sequentially by conditioning on the attributes previously generated. The conditional nature 

of these processes has led most researchers to adopt Bayesian estimation methods (Hornby & Hu, 2021; Hu et al., 

2014; Hu, 2021; Reiter et al., 2014) for risk quantification. 

 

2.3 Membership Disclosure 

 
Membership disclosure risk is especially relevant for synthetically generated datasets. Membership disclosure occurs 

when a record in the population is identified as being a member of the real dataset through the release of the synthetic 

data and/or the training model. We note that there is a difference in approach for membership disclosure between 

synthetic data and the well-explored, related topic of generative models. Generative models are in the more general 

category into which synthetic models fall, where it includes any statistical models that take some data as input and 

generates some desired data as output. Most techniques explored for generative models assume a black box model 

that is nonetheless available for attackers, whereas the model is usually not available for synthetic data (Zhao et al., 

2019). Since the assumptions of prior knowledge are different between generative model and synthetic data disclosure, 

we cannot directly apply previous research of generative models onto synthetic data. Synthetic data disclosure 

assessment needs their own methods (Zhao et al., 2019).  

 

2.4 Perceived Risk 

 
The purpose of synthetic data is to accurately represent its original data statistically. However, a good replication will 

inevitably appear to be suspiciously real, often appearing like an identity disclosure, creating a unique issue called 

perceived risk. While on a fully synthetic dataset, all records are fictitious, they may coincidentally be generated to be 

very similar to a real record, enough to cause the perception that real information has been disclosed. This is not a real 

disclosure risk, but nonetheless an issue that needs to be tackled. 

 

 

  

  



 

 

3. Disclosure Risk Assessment Methods 

 
Specific methods in assessing the disclosure risks of attribute and membership disclosure will be discussed below. 

As stated above, the risk of identity disclosure with fully synthetic data is low and perceived risk is not a real 

disclosure risk. As such, we will only discuss assessment methods for attribute and membership disclosure.  

  

3.1. Attribute Disclosure 

 
Attacks that aim for attribute disclosure are referred to as the Attacker’s Classification Problem (Hittmeir et al., 2020; 

Hornby & Hu, 2021). The attacker, equipped with some background knowledge, the synthetic dataset(s) and the values 

of the key attributes of some record in the original dataset, seeks to predict the target value of some record. 

 

As described in Reiter et al. (Reiter et al., 2014), consider an original dataset consisting of microdata with 𝑛 records 

and 𝑚 attributes, where 𝐷 = {(𝑥𝑖 , 𝑦𝑖): 𝑖 = 1, … , 𝑛} is the dataset, 𝑥𝑖 is the vector of the 𝑖-th record’s values of non-

sensitive attributes, and 𝑦𝑖  is the vector of the 𝑖-th record’s values of sensitive attributes which are subject to synthesis. 

Note that for fully synthetic data, 𝑋 = {𝑥𝑖 , 𝑖 = 1, … , 𝑛} is empty where all variables will be synthesized. We also 

assume that the data providers release 𝑚 copies of synthetic datasets, 𝑍 = {𝑍(1), … , 𝑍(𝑚)}. We assume that the attacker 

wants to learn the attribute 𝑦𝑖 for some real record 𝑖, where 𝑌 = {𝑦𝑖 , 𝑖 = 1, … 𝑛}. Let 𝐵 = {𝐴, 𝑆} be the background 

knowledge of the attacker, where 𝐴 is information known about the original data and S is knowledge about the 

synthesizer (Reiter et al., 2014). Then for a guess 𝑦∗ for 𝑦𝑖 , the attacker recovers the Bayesian posterior distribution, 

 

𝑃(𝑌𝑖 = 𝑦∗|𝑍, 𝑋, 𝐴, 𝑆) =
𝑃(𝑍|𝑌𝑖 = 𝑦∗, 𝑋, 𝐴, 𝑆)𝑃(𝑌𝑖 = 𝑦∗| 𝑋, 𝐴, 𝑆)

∑ 𝑃(𝑍|𝑌𝑖 = 𝑦, 𝑋, 𝐴, 𝑆)𝑃(𝑌𝑖 = 𝑦| 𝑋, 𝐴, 𝑆)𝑦

. 
(1) 

 

The data provider is then able to use the resulting value to compute several risk measures for the released synthetic 

dataset(s). One method is to compute  

 

𝑅𝑖 = [𝑎𝑟𝑔𝑚𝑎𝑥𝑦∗  𝑃(𝑌𝑖 = 𝑦∗| 𝑍, 𝑋, 𝐴, 𝑆) = 𝑦𝑖], 

 

(2) 

then decide whether 𝑅 = ∑ 𝑅𝑖/𝑛𝑛
𝑖=1  is acceptably low (Reiter et al., 2014). Intuitively, the attacker wants the maximum 

probability, among all 𝑦𝑖 , that their guess, 𝑦∗, would equal to 𝑦𝑖 , based on prior information of the data, records and 

model. It is recommended to maximize 𝐴 i.e. assume that the attacker knows all 𝑦𝑖  except the one being attacked. It 

has been noted that this assumption is overly conservative, since in many cases this level of knowledge would be 

unrealistic (Reiter et al., 2014). Nonetheless, Reiter et al. showed that their method can be simulated and tested with 

different assumptions, (Reiter et al., 2014) meaning that we can compare the changes in R values.  

 

While Bayesian estimation remains the more popular choice for assessing attribute disclosure (Hornby & Hu, 2021; 

Reiter et al., 2014), there are other methods. For the concept of Correct Attribution Probability (CAP) and its 

derivatives (Hittmeir et al., 2020), it is also assumed that the attacker knows the values of a set of key attributes for an 

individual in the original dataset, and wants to learn some unknown, target attribute. This method does not assume 

that the attacker also has access or knowledge of the synthetic model itself, which sets itself different from the Bayesian 

estimation techniques mentioned above. The formula for the CAP score is  

𝐶𝐴𝑃∎,𝑗 ∶=  P∎ (To,j |Ko,j)  =
 ∑ [T∎,i = To,i∧ K∎,i = Ko,j]𝑛

𝑖=1

∑ [K∎,i= Ko,j]𝑛
𝑖=1

 , 

 

(3) 

Where 𝑗 ∈ {1, … , 𝑛}, 𝐾∎,𝑗 is a vector representing the values of the key attributes of the 𝑗-th record in the original 

dataset, 𝑇∎,𝑗 is the corresponding value of the target attribute, and ∎ = {𝑜, 𝑠} is the original and synthetic data, 

respectively (Hittmeir et al., 2020). The idea of this attack is that the intruder can search over all records in the synthetic 

data that match the key attribute values known by them. Then, within these records, the attackers can calculate the 

distribution of the occurring values of the target attribute. The mean value of 𝐶𝐴𝑃𝑠 can then be compared to 𝐶𝐴𝑃𝑜.  

 



 

 

Since Bayesian techniques are more conservative in some regard with all its assumptions, while CAP does not have 

any assumptions, we can use both families of technique to set an upper and lower bound of attribute risk. In more 

extreme situation we can use CAP to estimate the attribute disclosure risk for the original data, which can then be set 

as the highest bound for risk. 

 

3.2. Membership Disclosure 

 
One method of attack is called the partitioning method: when an adversary has an attack dataset that is a sample from 

the same population as the real dataset that is assumed to be used in training for the synthesis model (Zhang et al., 

2022). The attacker matches records from their sample with the synthetic data, and membership disclosure occurs 

when a matching record is also in the training (real) set. Membership disclosure risk assessment thus aims to quantify 

the difference between synthetic and real data.  We define some relevant statistical terms that are commonly used in 

risk assessment. Precision is defined as the proportion of true positives in all positives, and recall is the proportion of 

true positives in true positives and false negatives.  

 

In order to estimate the risk underlying such an attack, the data custodian can separate the real data into training and 

holdout data. We assume that the attacker has complete information on 𝑚 records, where 𝑚𝑡 are drawn for the training 

sample and 𝑚(1 − 𝑡) are drawn from the holdout sample. 𝑡 ∈ (0,1) is a chosen proportion of records chosen to be in 

the training sample. The default for 𝑡 selected in the paper is 0.5 (El Kababji et al., 2023). The synthesis model is then 

trained on the training data, producing synthetic data that can be compared with the real data (both training and 

holdout). We can then calculate the minimum distance between every record in the real data and synthetic data. Let 𝐿 

be the Hamming distance and 𝑦 an attack record, 𝑦′ a synthetic record, and ℎ a predefined threshold, then a match is 

considered to have occurred if min
y′

𝐿(𝑦, 𝑦′) ≤ ℎ. 

Then, the 𝐹1 score can be computed as, 

𝐹1 =
2 × 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑟𝑒𝑐𝑎𝑙𝑙

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑐𝑎𝑙𝑙
   

 

(4) 

Precision and recall are both calculated based on the number of matched records that are in the training set. The 𝐹1 

score is the harmonic mean of precision and recall, representing both equally. 𝐹1 score indicates the success of attacks. 

The established threshold stated in a follow up paper for 𝐹1 score is 0.2 (El Kababji et al., 2023), but there was no 

indication that this threshold is used across the field. 

 

 

4. Discussion 

 

4.1. Methodology 

 
While there is certainly no shortage of metrics for assessing disclosure risk in literature, they are not without their 

issues. A glaring concern with the methods we presented above is the lack of guidance around the threshold used for 

the suggested metrics, or a lack of consensus across literature around any proposed thresholds. Equation (1) is another 

interesting thought experiment, it is not useful in a practical situation as is. The authors estimated risk by comparing 

the risk of releasing the synthetic dataset versus not releasing. Since there is a need to create a synthetic dataset there 

was never an option to not release the data in the first place. Membership disclosure techniques found themselves to 

be more based on familiar statistical terms instead of arbitrary scores, which could benefit methodologists, since there 

are preceding acceptable values for, for example, F1 scores (even if it is more applicable for categorical attributes). 

On that note, there are similar metrics as F1 score, such as the 𝐹𝛽 (Goutte & Gaussier, 2005) which can be considered 

as an alternative. Another noteworthy issue is that these metrics cannot be compared to each other because, again, 

there lacks some translational method between metrics.  

 



 

 

Some of the metrics can be used to compare the risk between two released datasets, which is much more intuitive to 

use. The CAP score equation (3) is a good way to compare traditional disclosure control methods, e.g. suppression or 

rounding, versus using synthetic data. In this way, it can also be calculated with the original and the synthetic dataset, 

and their values can be compared to see the comparative risk. While there still no standard on how large the difference 

should be between the two values, comparisons could feel less arbitrary than a singular score derived from other 

methods.  

 

Another point worth consideration is that most of the literature regard prior knowledge as a key factor in determining 

disclosure risk, however they do not specify how this information is quantified. Models for creating synthetic datasets 

are not fit to create outlier records as we see in real life, e.g. Walmart among all grocery stores, because models can 

only regurgitate existing values or, at best, be perturbed in some way from existing data points (Elliot, 2014; Nowok 

et al., 2016). Only evaluation techniques such as equation (2) which considers the maximum disclosure among all 

records can potentially take into consideration of outliers. Equations (3), (4) consider the average risk, which while 

may be skewed by outliers, underestimate the disclosure risk for those particular records.  

 

4.2. Utility 

 
With all disclosure evaluation of any datasets, the disclosure risk of synthetic data cannot be decoupled with its utility. 

The broader the expectation of utility of the dataset, the more likely the disclosure risk. Some people even venture to 

say that measuring risk from a file is measuring its utility. F1 score, as seen in equation (4), is calculated directly from 

precision and recall (Goutte & Gaussier, 2005), which are two metrics traditionally used to determine the utility of a 

predictive model, meaning that reducing the risk of a disclosure directly conflicts with maintaining high utility 

simultaneously. Bayesian techniques, like equation (2), estimates how close a guess can be made based off of prior 

information. If utility is maximised, i.e. releasing the original data, the score metric calculated will be very high. A 

synthetic dataset perfectly replicating the original dataset would also result in a high score. However, for 

confidentiality a somewhat low score is recommended, meaning for Bayesian techniques there is also inherent conflict 

between confidentiality and utility.  

 

One of the key assumptions that many of the methods have been the potential release of several copies of synthetic 

datasets from the model. The main advantage of producing multiple datasets is data augmentation, which means any 

inference or models made from the synthetic datasets are potentially more robust. The risk of disclosure increases as 

the number of copies increase, so there needs to be good justification for releasing multiple copies.  

 

The release of the synthetic model itself has potentially disclosive consequences. Many of the techniques used to 

measure disclosure include knowledge of the synthetic model as one of the variables considered, but do not specify 

how this notion should be quantified. There are obvious benefits in releasing the model or information of the model 

for its users. The users can create more copies of the synthetic data for more utility, place more trust in the model and 

the methodology and contribute to more development of synthetic model in the greater schema. However, releasing 

the model without prudence could potentially lead to high disclosure risk.  

 

4.3 Perceived Risk 

 
Besides the actual risk of disclosure, a more insidious problem is the perceived risk of disclosure. While one can 

logically conclude that there is no reason this synthetic record contains any real information, the actual respondent 

whose data looks suspiciously close to the synthetic record may feel that their privacy is at risk. For any statistical 

organizations that built its foundation on trust, this conclusion is incredibly detrimental. Fully synthetic records might 

end up matching original ones. This is suspicious but not necessarily problematic. The actual question on that front is 

whether this is due to a poor implementation of the synthetic file itself (real match) or a result of the randomness of 

the method (artificial match). The later option is, of course, more desirable. 

 

 



 

 

5. Recommendations 

 
In the light of this literature review, the most actionable method to lowering disclosure risk of synthetic data is to 

decrease potential knowledge of the real dataset by an attacker by altering the real data prior to synthesis (Sallier, 

2021).  We recommend the following actions for continuous attributes to limit the extent of attribute disclosure: 

top/bottom-coding, rounding to an appropriate position for the attribute, and regrouping categories into broader 

categories. 

 

As highlighted previously, outliers can be problematic; therefore we also recommend limiting the model used in 

synthesis. This would differ depending on the model used. For decision tree-based models one can set the minimum 

bucket size for the final node (Gauvin, 2021). Alternatively for outliers, one may apply smoothing if the data isn’t 

overly skewed. 

 

Finally, from our experience and reading it’s obvious that when synthetic data is produced at a high level, it can appear 

very similar to real data. This could cause fear of disclosure in users, even when the records are all synthesized. 

Therefore, it is crucial for all synthetic data to be well labeled and identified to be synthetic in order to prevent such 

issues. Synthetic data generation is still an emerging access solution and proper communication around those data 

products is critical for their optimal use. 

 

 

6. Conclusion 

 
We reviewed the different types of disclosure risk that affects synthetic data in this paper and some examples of 

existing disclosure risk assessment techniques. With increased attention of synthetic data as a promising tool for 

disclosure control, there will be more demand for these techniques to be practical. Existing metrics in literature still 

require further research to form a standardized procedure for their utilization. We also want to stress that synthetic 

data is not to replace real data. It is an intermediate step that would help researchers streamline their analysis, since 

real data access can be inconvenient. Nonetheless, we are hopeful that the maturing of disclosure risk assessment 

techniques for synthetic data will only support the practical use of synthetic data itself at Statistics Canada.  
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