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Abstract 
 

The process of public-use micro-data files creation involves a number of components. One of its key elements is RTI 
International’s innovative MASSC methodology. However, there are other major components in this process such as 
treatment of non-core identifying variables and extreme outcomes for extra protection. The statistical disclosure limitation 
is designed to counter both inside and outside intrusion. The components of the process are accordingly designed. 
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1.  Introduction 
 
1.1 The National Survey on Drug Use and Health  
 
The National Survey on Drug Use and Health (NSDUH) is an annual cross-sectional national survey on drug use 
and related issues. The survey is conducted by RTI International for the Substance Abuse and Mental Health 
Services Administration (SAMHSA). NSDUH provides information about the use of illicit drugs, alcohol, and 
tobacco among members of the non-institutionalized U.S. civilian population aged 12 or older. The survey also 
presents measures associated with mental health problems, including data on depression and on the co-occurrence of 
substance use and mental health problems, as well as health conditions and health care related issues. 
 
1.2 Confidentiality and Disclosure Concerns 
 
Disclosure risk is of great concern due to sensitive information (drug use and health information) contained in the 
NSDUH data. To protect the respondents’ confidentiality as well as to comply with the federal regulations and to 
honour the confidentiality pledge, disclosure treatment is required before the data file is released to the public. 
 
1.3 Disclosure Scenarios 
 
Intrusion occurs when an unauthorized person (an “intruder”) tries to link a record in the micro data file to an 
identifiable respondent. The intruder may or may not have a specific target, he may or may not have the knowledge 
that his target is in the sample, and either attempts to declare that certain confidential information pertaining to the 
target is true with certainty, or merely assert the truth of his claim with high probability. The specific combination of 
these conditions defines the disclosure scenario. The variables used in the identification of the target’s record are 
called identifying variables (IVs). Such variables may include age, gender, race, etc. 
 
In the discussion below we are mainly concerned with the distinction between inside intrusion and outside intrusion. 
Inside intrusion occurs when the intruder knows his target is in the survey and tries to discover sensitive information 
by using the existing identifying information in the data file in combination with personal knowledge. This is a 
concern in NSDUH because a family member may know the presence of the other member in the sample. The inside 
intruder’s chance of success is increased if the target is sample unique. Example of inside intrusion is as follows: a 
father knows that his son is in the survey, by using a set of identifying variables, finds that there is only one record 
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in the file whose profile matches his son’s demographic characteristics; he must be certain that this record is his son. 
By further looking at sensitive information in the data set, he may be able to reveal his son’s drug use behaviour.   
 
An outside intrusion occurs when an intruder does not know the presence of his target in the sample and tries to 
identify a record by matching it to an external database. Identification may be done by matching the IVs of 
respondents that are also in the external dataset. An outside intruder typically targets a respondent whose profile 
(combination of IVs) in the population is unique (or rare). Such cases are referred to as population-unique (or 
population rare). 
 
While an outside intruder does not have the information about a target’s record being in the data, he is usually more 
sophisticated than an insider intruder and may be equipped with massive external data and matching software. He is 
usually not targeting a specific individual, but rather any subject he can identify, thus potentially discrediting the 
survey. 
 
1.4 Risk Categories 
 
The possibility of disclosure is higher when the subject’s profile is rare. Thus, we define risk category for a record 
in terms of Combination of IVs: Uniques are records which are uniquely identified by a given set of IVs; Doubles 
are records whose profiles are shared by only one other record in the data set for a given set of IVs; Triples are 
records whose profiles are shared by only two other records in the data set for a given set of IVs; Others are records 
whose profiles are shared by at least three other records in the data set for a given set of IVs. To protect the 
confidentiality, every record in the data has a chance of being treated with consideration given to its risk category. 
 
1.5 Sensitive Variables 
 
The NSDUH contains sensitive information on substance use, mental health and other health-related issues. Some 
of the drug use variables are past month and past year or lifetime use of cigarettes, alcohol, cocaine and marijuana. 
Examples of Health data are: diabetes past year/lifetime, stroke past year/lifetime, and mental health treatment. 
Sensitive variables (SVs) are variables which contain such information. 
 
 

2.  The NSDUH Public-Use Micro Date Files Disclosure Treatment 
 
2.1 Disclosure Treatment 
 
The purpose of disclosure treatment is to introduce sufficient uncertainty about the presence and the identity of a 
respondent. We use MASSC methodology (Singh, et al., 2003, 2004) in combination with supplementary treatment 
of non-core IVs and extreme outcome variables to treat NSDUH data for creating public use files (PUFs). 
 
2.2 MASSC Methodology 
 
MASSC is a statistical disclosure limitation (SDL) methodology that combines random perturbation and random 
suppression to introduce sufficient uncertainty under a probabilistic framework. The information loss and disclosure 
risk after the treatment can be simultaneously controlled and measured. MASSC was developed at RTI under the 
leadership of Avinash Singh (Singh, 2002, 2006). 
 
MASSC consists of the following four major steps: Micro Agglomeration, Substitution, Subsampling, and 
Calibration. In the Micro Agglomeration step, variables posing high disclosure risk are categorized to reduce 
sample uniques and risk strata are created in terms of combination of IVs to control the level of treatment in the later 
steps. In the Substitution step, values of IVs of a randomly selected record are substituted by those of a “substitution 
donor”. In the Subsampling step, some of records are randomly suppressed from the released database. Both 
Substitution and Subsampling are performed to minimize disclosure losses: Substitution is intended to introduce 
uncertainty about the identity of a respondent while Subsampling is intended to introduce uncertainty about the 

  



presence of a respondent in the survey. Bias introduced from Substitution and variance introduced from 
Subsampling are bounded by the bias constraints and variance constraints, respectively, so that information loss is 
under control. The last step of MASSC in the disclosure treatment is the weight calibration on the social and 
demographic variables so that the weights in the subsample are readjusted to the original total weights in the full 
analytic file. The calibration minimizes the loss of precision due to the sub-sampling and substitution treatments.   
        
2.3 Supplementary Treatment after MASSC Procedure  
 
MASSC only treats key identifying variables; however, there are many other variables that are not treated in 
MASSC which may still pose disclosure risk. Therefore, supplementary treatment after the MASS procedure is 
required for variables containing personal identifying information or variables from which personal identifying 
information can be inferred. We do top/bottom recoding to variables with extreme values, collapsing levels to 
variables with rare responses, and deletion of variables posing high disclosure risk but little analytic utility. In 
addition, many variables in the database are related to the key IVs used in MASSC. To maintain internal 
consistency, if the key IVs are substituted for a record, the related variables are also substituted with values from the 
same donor.  
 
 

3. Post-Treatment Assessment 
 
Post-treatment assessment includes measuring of disclosure risk and information loss to the treated database. We 
measure disclosure risk by calculating the delta (defined in section 3.1) values for records in the different risk 
categories and information loss by making pre- and post-treatment comparisons for estimates and their standard 
errors.  
 
3.1 Post-Treatment Disclosure Risk: The Delta Measure 
 
MASSC allows quantifying the disclosure risk in the treated database. The disclosure risk is measured through the 
calculation of δ, which is defined as the probability that a record appearing as a unique or non-unique in the treated 
database is at risk of disclosure. The δ’s are defined based on a set of probabilities associated with substitution and 
subsampling. 
 
3.2 Analytic Utility Assessment 
 
To assess the analytic utility of the treated file, extensive analytic quality assessment is carried out. This assessment 
includes the following components: Before/After treatment comparisons of estimates and their standard errors,  
contrasts and their standard errors, and univariate regression coefficients and their standard errors. Estimates and 
contrasts are calculated for one drug use or two drug use outcome variables in various demographic domains, e.g., 
cocaine past year use, marijuana past month use, and the combination of these two drug use variables. Regressions 
are performed by regressing drug use variables on certain selected demographic variables. We use ratio of 
prevalence, contrast or regression coefficient estimates and their standard errors from the public use file to the full 
sample for drug use variables to quantify the departure of estimates based on the public use file from those derived 
from the restricted file: 
 

Ratio = (PUF subsample estimate) /( Restricted sample estimate) 
 
We examine the distribution of the ratios and calculate their statistics. Mean and media of the ratios are expected to 
be close to one. If they are far from one, then MASSC is re-run using tightened bias and variance constraints.      
 
 

  



4. Summary Results of the 2003 NSDUH Disclosure Treatment 
 
Like other NSDUH data, the disclosure treatment of the 2003 NSDUH data was implemented using MASSC 
procedure plus supplementary treatment of non-key identifying variables (IVs) and extreme outcome variables for 
extra protection. The resultant PUF data (http://webapp.icpsr.umich.edu/cocoon/ICPSR-STUDY/04138.xml) has a 
total of 55,230 records. The disclosure risk is kept minimal after the treatment. To determine the impact of these 
procedures on the bias and precision of estimates compared with the full file, we studied the precisions for 140 
estimates and 190 contrasts based on combinations of 14 domains and 10 response variables and for 70 regression 
coefficients from 10 response variables regressed on four demographic regressors. The ratio of the estimates as well 
as their standard errors from the full file and the public use file was calculated for each of the domain/response 
variable combination. Summary statistics of these ratios for estimates and their standard errors are displayed in 
Table1. 
 Table 1. Summary Statistics of Estimate and Standard Error Ratios of PUF Subsample to the Full Sample  

After/Before Ratio (Est.) After/Before Ratio (S.E.)
Distribution 

Estimates Contrasts Reg. Coeff. Estimates Contrasts Reg. Coeff. 
100% Max    1.1164 10.5482 3.5817 1.3417 1.3533 1.4097 
75% Q3      1.0169 1.0358 0.9867 1.1495 1.1630 1.1750 
50% Median  1.0051 0.9930 0.9774 1.0823 1.0684 1.0865 
25% Q1      0.9920 0.9343 0.9372 1.0106 1.0043 1.0124 
0% Min      0.9352 -3.4553 -3.9541 0.8292 0.7692 0.8345 
Mean 1.0063 1.0511 0.8730 1.0831 1.0839 1.0925 
N 140 190 70 140 190 70 
 
The above data show that the average prevalence ratio for the ten drug use variables over the 14 domains was 1.01 
and the average increase in standard error of the estimates was 8 percent. The median ratios for the 190 contrasts 
and the 70 regression coefficients were 0.99 and 0.98, respectively; and the median increase in standard error of the 
contrasts and regression coefficients were 7 and 9 percent, respectively. Here we used median values to assess the 
impact of treatment on the analytic quality of the data for both contrasts and regression coefficients is because both 
quantities can be close to zero so the ratios are subject to extreme variation even when the change is small.   
 
To test the impact of disclosure treatment on the statistical inference of the treated database, we also performed t-
test to see the change of significance at the 5% level for both contrasts and regression coefficients. Table 2 shows 
that out of 190 contrasts, a total of 9 had changed significance at the 5% level, among which 6 had changed from 
significant to non-significant and 3 had changed from non-significant to significant; out of 70 regression 
coefficients, a total of 3 had changed significance at the 5% level and all three had changed from significant to non-
significant.    
 
Table 2. Change of Significance at the 5% Level for Contrasts and Regression Coefficients 
Analysis Contrasts Reg. Coeff. 
N 190 70 
Total # changed 9(4.74%) 3(4.29%) 
#changed from significant to non-significant 6(3.16%) 3(4.29%) 
#changed from non-significant to significant 3(1.58%) 0(0%) 
 
 

5. Concluding Remarks 
 
Combination of MASSC with supplementary treatment provides a good foundation of disclosure avoidance for the 
NSDUH public use files. Analysis of the data after these procedures were implemented showed that disclosure risk 
of the treated database was minimized and the effect on the levels and accuracy of estimates was minimal. 
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