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ABSTRACT

Currently, complementary cell suppression procedures are mostly used by statistical agencies to protect sensitive tabular
data from disclosure. It is generally believed that the linear programming (LP) based complementary cell suppression
procedures offer the best protection from wrongful disclosure of statistical information. In recent years LP-based
automated audit procedures have been advocated and are being used to ensure the adequacy of protection offered by cell
suppression patterns. LP-based lower and upper bounds for suppressed tabular cells are typically used to determine the
adequacy of disclosure control measures. This paper identifies limitations of conclusions drawn using LP-based audit
procedures. We utilize commonly used analytical procedures to demonstrate the relative ease with which statistical
disclosure of sensitive tabular data could occur. We conclude by providing additional safeguard measures required to avoid
such disclosures.
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1. INTRODUCTION

The complementary cell suppression methods, as currently practiced by national statistical offices (NSO), enable
data users to determine a multi-dimensional solution space surrounding the “incomplete” tabulation available in the
public domain. Linear programming (LP) based lower and upper bounds on the withheld tabular cells are used to
establish the boundaries for the solution space.

NSOs are required to ensure that the real complete table containing sensitive cells is well hidden inside the solution
space a safe distance away from the edges of the solution space. The solution space typically contains multiple
feasible solutions that satisfy the equality constraints associated with the complete real table structure.

Feasible solutions residing close to the edges of the solution space tend to yield poor estimates of the values of
withheld cells. On the other hand, feasible solutions located away from the edges of the solution space and toward
the “centroid” of the solution space tend to be of better quality and more closely resemble the hidden real complete
table. This phenomenon has the potential to cause the disclosure of sensitive tabular data protected by
complementary cell suppression methods

Typically in an attempt to minimize the information loss, NSOs are under pressure to avoid over protection of
sensitive tabular cells. The over protection of sensitive tabular cells results in an increase in the size of the solution
space.

As per current practice, the solution space is expected to be “just right” in size. Smaller than a minimum required
solution space, determined by LP-based lower and upper bounds, is known to be unacceptable. Larger than a
minimum required solution space, determined by LP-based lower and upper bounds, is thought to cause unnecessary
information loss. As a result, in recent years much of the efforts in tabular data protection area have been
concentrated in keeping the cell suppression related solution space to a bare minimum.

! Statistics and Methods Group, U. S. Department of Energy, Washington DC (Ramesh.Dandekar@EIA.DOE.gov --
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2. CURRENT TOOLS

Optimization Technology Center of Northwestern University and Argonne National Laboratory at

http://www-unix.mcs.anl.gov/otc/Guide/fag/ describes linear programming tools as follows:

“Two families of solution techniques are in wide use today. Both visit a progressively improving series of trial
solutions, until a solution is reached that satisfies the conditions for an optimum. Simplex methods, introduced by
Dantzig about 50 years ago, visit "basic” solutions computed by fixing enough of the variables at their bounds to
reduce the constraints Ax = b to a square system, which can be solved for unique values of the remaining variables.
Basic solutions represent extreme boundary points of the feasible region defined by Ax = b, x >= 0, and the simplex
method can be viewed as moving from one such point to another along the edges of the boundary. Barrier or
interior-point methods, by contrast, visit points within the interior of the feasible region. ....... 7

The increased potential for statistical disclosure of the withheld sensitive tabular data is directly related to the basic
property of interior-point methods to visit points within the interior of the feasible region, where the real complete
table containing sensitive tabular cells resides.

We use the following simple illustrative example supplied by Prof. Jordi Castro http://www-eio.upc.es/~jcastro/ to
further clarify the difference in the working of two families of LP solvers.

min 0
st. X1 +x2+x3=3
x1,x2,x3>=0

Interior point methods will provide the solution x1=x2=x3=1
The simplex methods will provide some xi = 3, the other two xj = 0.

A knowledgeable individual can easily exploit the working knowledge of interior-point methods to obtain “high
quality” additive point estimates for missing tabular cells by (1) not specifying the objective function (or by using a
dummy objective function) and (2) capturing the first feasible solution that satisfies the tabular data equality
constraints. A moderately sized solution space, in combination with the tendency of interior point methods to the
visit interior of the feasible region, will always ensure high precision estimates. These estimates are most likely to
cause the statistical disclosure of withheld sensitive cells.

3. ILLUSTRATIVE EXAMPLE

In Table 1 we have used the 3-D tabular data example from Dandekar/Cox (2002) paper available from
http://mysite.verizon.net/vze7w8vk/ to illustrate the severity of the disclosure problem associated with current SDL
practice. The table contains 24 sensitive cells. The table is protected by using 44 complementary cell suppressions.
Table 2 shows the LP-based lower and upper bounds for the 24 sensitive cells. The p percent rule (p=10%) was used
to identify the sensitive cells. Except for two minor violations for sensitive cell #6 and #18, the suppression pattern
associated with the 44 complementary cells fully satisfies the current requirement for “safe table”.

4. STATISTICAL ESTIMATION

Typically, statistical estimates for missing table cell values can be derived by using 1) additive point estimates 2)
method of averages and 3) peak densities associated with frequency distributions. The last two methods, by
themselves, do not provide additive tabular estimates. However, when combined with the controlled tabular
adjustment (CTA) method of Dandekar/Cox (2002), the last two methods are capable of providing additive tabular
estimates.

We have used the interior-point based, PCx linear programming solver available from http://www-
fp.mcs.anl.gov/otc/Tools/PCx/ to illustrate the severity of the disclosure problem resulting from statistical estimates
for sensitive table cells.
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Table 3 provides additive point estimates for missing sensitive cells? by using the conventional simplex method and
the PCx solver. The null-objective function was used to derive the additive point estimates. Three of the simplex
estimates and 14 of the PCx estimates violate protection level for the sensitive cell causing statistical disclosure.
These findings are consistent with the properties associated with the two families of solution techniques as described
on the Argonne National Laboratory web site above.

Table 4 provides statistics based on averages from 138 LP solutions obtained by using the PCx software. Half of the
LP solutions (sixty-nine) were for a minimization of the objective function. The remaining LP solutions were for a
maximization of the objective function. Sixty-eight solutions in each group were obtained by using only one variable
in the objective function. One solution in each group included all the sixty-eight variables in the objective function.
Based on Table 4 statistics, sixteen of the twenty-four averages are within the prohibited protection range causing
the statistical disclosure of 16 sensitive cells.

Table 5 uses the outcome from the same 138 LP solutions to generate the frequency distribution of estimates for
missing sensitive cells. The table contains three lines of output for every sensitive cell. The first line in the table
displays the true cell value of the sensitive cell (714 for the first sensitive cell) and the LP-based audit range (409 for
the first sensitive cell).

In the next two lines we divide the audit range into ten equal intervals and summarize the frequency count resulting
from the 138 LP runs. The first line shows the actual count, while the second line shows the interval values
associated with the count. For the first sensitive cell, the peak density of 97 is within the sixth interval ranging from
697 to 738. The comparison of the location of the peak of the density function relative to the true cell value reveals
statistical disclosure for almost all of the twenty-four sensitive cells.

5. TARGETING THE CENTROID OF THE SOLUTION SPACE

Knowing that the real complete table is typically hidden some where in the vicinity of the centroid of the solution
space, a knowledgeable individual can also use any general purpose LP solver (not necessarily interior point solver)
to derive “high precision” additive point estimates for the suppressed tabular cells. Related mathematical
formulation requires that each suppressed tabular cell ( Xesimate ) be represented by three variables in the tabular data
equality constraints, namely Xcentroid, Y pius @1d Y mins -

Where Xcentroid = 0.5 * Xiower 1P bound  + 0.5 * Xypper Lp_bound »
Xestimate = Xeentroid + Ypius = Yminus ~ and
Yous and Ymings — are minimal plus or minus corrective adjustments to ensure additivity of tabular cells
An individual with advanced computation skills could even go further and use either random Monte Carlo
simulations or some sophisticated stratification scheme to obtain density functions (and peak density values) for the
missing table cell values by using the following simple equation:
Keentroid = R * Xiower 1P bound  + (1.0 =R ') * Xupper Lp_bound
Where R = Random number between zero and one
If the individual further decides to restrict the search for the feasible solution, say to within a 10 percentile range

around the centroid of the solution space, then the values for the random number could be restricted to within 0.4
and 0.6 to achieve that objective.

2 Space limitations prohibit us from providing values for non-sensitive tabular cells.



6. CONCLUSIONS AND RECOMMENDATIONS

As a result of the easy access to the interior-point methods, such as PCx software tool, the LP-based lower and upper
bounds of tabular data cell suppression patterns can no longer be used alone to judge the adequacy of the cell
suppression pattern.

Conventional statistical analytical measures such as additive point estimates, method of averages and peak density
values associated with frequency distributions, in combination with interior point methods, could be used with trivial
efforts to cause a statistical disclosure of sensitive tabular data.

Contrary to current belief, over protection of the sensitive tabular data reduces the possibility of statistical disclosure
resulting from use of interior point LP solvers. As a result, the over protection of sensitive tabular data is no longer
an undesirable property of cell suppression pattern.

The current practice of using relatively small size cells as complementary suppression cells has a tendency to
produce tighter LP bounds with sharp peak density functions. Therefore, this practice should be used with caution.

Use of cost functions such as reciprocal of cell value or log(cell value)/cell value to develop complementary cell
suppression pattern targets large size cells. Complementary cell suppression pattern based on these functions has a
tendency to produce wider protection intervals with flatter density functions. For this reason, these cost functions
should be given a serious consideration.

With new technical challenges arising from the easy access to interior point methods, NSOs might want to explore
the possibility of switching form the complementary cell suppression methods to other tabular data protection
methods.

Emerging methods such as synthetic tabular data, which also is referred to as controlled tabular adjustment (CTA),
offers sensitive tabular data required protection from disclosure without disclosing the solution space associated
with the CTA pattern. The lack of complete information pertaining to the solution space associated with CTA
pattern eliminates the possibility of the outside user deploying standardized external procedures to estimate true
value for sensitive cells on a massive scale.
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Table 2
LP-Based Lower and
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Upper Bounds
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Sensitive Cells:

Lowery True
Bound Value
Spw00001 0 O 4923 .000< 714.000<
Spw00002 0 0 .000< 539.000<
Spw000032 0 0 423 .000< 644 .000<
Spw00004 0O O .000< 70.000<
Spw00005 0 O 207 .500< 614.000<
Spw00006 0 O 379 .500< 786.000<
Spw00007 0 0 654 . 000< 928.000<
Spw00008 0 0 28.000< 382.000<
Spw00002 0 0O 954 . 000< 1228.000<
Spw00010 0 0O .000< 140.000<
Spw00011 0 O 326 .000< 1074.000<
Spw00012 0 O .000< 544 . 000<
Spw000132 0 O .000< 549 .000<
Spw00014 0 O .000< 631.000<
Spw00015 0 0 5692 .000< 726.000<
Spw00016 0 O . 000< 124.000<
Spw00017 0 0 .000< 92.000<
Spw00018 0 O 958 .000< 1050.000<
Spw00012 0 O 572.000< 664 .000<
Spw00020 0 O 572.000< 664 .000<
Spw00021 0 0O 972 .000< 1042.000<
Spw00022 0 0 .000< 820.000<
Spw000232 0 0 851 .500< 1598.000<
Spw00024 0 0O 851 .500< 1598. 000«

Uppery
Bound
202 .000
12232.000
822 .000
476 .500
684 .000
856 .000
10632 .000
673.000
1529 .000
409 .000
1854 .000
953 .000
1264 .000
10923.000
1144 .000
4092 .000
140 .000
1098 .000
712 .000
712 .000
1448 .500
1570.000
21320.000
2130.000
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Table 3: Additive Estimates Simplex versus Interior Point Method

SENSITIVE CELLS

< r I.
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I w A True Simple3x rPaX T —Smplax T—PcX PROT
ZzZ I T 714 . 403 _ 740 . —221 26 . 390 .
2 i 2 5390 ._ o14. 651 . 375 112 . 59 .
2 a 3 Gcada . a23 670 . —221 26 . 35
a =i 2 70 . 37 . 78 . —34a 8 . 27 .
4 1 = 614 . s4as8 . 606 . 34 -8 . 34 .
4 = = 786 . 820 . 778 . 24 -8 . 87 .
4q 2 = ozs . 1063 . 869 . 135 —-59 . 51 .
4 4a = 382 . &37 . 247 . 255 —35 . az
4a & 2 1238. 1493 . 1203. 255 —-35. T7F .
5 1 1 140 . 409 . 149 . 269 o . 7 .
' 2 2 1074. 436 . 1080 . -6329 S . 59 .
s 3 2 544 . 880 . 537 . 326 -7 . 30 .
7 0 3 549 801 669 . 342 120 . 61 .
7 3 2 &31 _ 1093 . cas . a2 3Lz 70 .
7 5 2 726 . 606 . 829 . —121 103 . 40 .
7 5 3 134 . o . 66 . —134 —68 . 7 .
= 1 3 =3~ 2 140 . 128 . as 26 . 10 .
= a 2 1050 . 1098 . 1086 . as 26 . 58 .
= 5 2 es4 . 712 . 700 . as 26 . 36 .
= 5 a 64 . 712 . 700 . as 26 . 36 .
=) z 1 104z . 1009. 1050 . —=34a 8 . 57 .
=) 3 = 820 . 1570. 795 . 750 —25 . o1 .
=) 5 2 1598 . 2094. 1607 . 496 9. 88 .
=) 5 4a 1598 . 2094. 1607 . 496 9. 88 .
Table 4
Cumulative Statistics 138 Min/Max LP
Solutions
Sensitive Cells:
Desired Value

I J X Prot True Mean Diff Percent Std Dewv v
W 2 1 1 39. 714 . 724 . A& 1.34 B .. 13.T6
w 2 s 2 59. 539. 633 . 24 17.39 165. 26.02
w 2 4 3 35. 644 . 654 . 10.* 1.49 85 . 13.02
w 4 1 2 7 70 . 96 . 26 36.63 89 . 92 .82
w 4 1 3 34 . 614 . 588. 26 . * 4.18 89 . 15.09
w 4 2 2 87. 786 . 760 . 26 . * 3.26 89. 11.68
w 4 2 3 51 . 228 . 883. 45  * 4 .84 73. 8.29
w a a 2 a2z . 382 . 347. 35 _* 9. .22 91 . 26.16
w 4 [ 2 5 [ 1238. 1203. 35 2.85 91 . 7 .54
w 5 1 1 i 140. 164 . 24 17.08 85 . 51.76
w & 2 2 59. 1074 . 1103. 29 . * =7 237. 21 .53
w 6 3 2 30. 544 . 517. 27 . *x 5.03 156 . 30.16
w 7 1 3 61 . 549. 668 . 119 21.75 165. 24 .67
w 7 3 = 70 . 631 . 646 . 15 . * 2.43 148. 22.96
w 7 5 2 40. 726 . 830. 104 14 .33 92 . 11..70
w L 5 3 e 134 . 65 . 69 51 .35 46 . 70 .38
w 8 1 3 10. 92. 126. 34 36.42 22. 17.81
w 8 4 2 58. 1050. 1084 . 34 _* 3.19 22. 2.06%*
w s 5 q 26. 664 . 698 . 24 . * 5.05 D5 2.20%
W 8 5 4 36 . 664 . 698 . 34 . % 5.05 A 3.20%
w =) 2 1 57. 1042. 1068. 26 .* 2.46 89. 8.31
w 9 3 3 o1 . 820. 774 . 46 . * 5.55 Do . 29 .33
w =] 5 2 88 . 1598 . 1588 . 10 . * 65 182. 11 .46
w 9 5 4 88 . 1598. 1588. 10.* 65 182. 11.46

Statistical Disclosure for 16 out of 24
Coefficient Of Variation <5% for 2 out of 24 sensitive cells

sensitive cells
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